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CHAPTER 01
VedaAnalytics Platform Overview and Concepts
1. Introduction
VedaAnalytics is a self-hosted enterprise data and analytics platform from VedaCLOUD.AI. It combines data integration, visual pipeline engineering, change data capture, an open lakehouse foundation, SQL exploration, business intelligence and locally hosted AI assistance in a single workspace.
The platform is designed for organisations that need to bring data from multiple operational and analytical systems into a governed analytical environment while retaining control over deployment, storage, identity and model execution.
VedaAnalytics supports both visual and code-oriented workflows. A business user can work with a guided interface and natural-language questions. A data engineer can design pipelines, inspect schemas, use SQL and Python, and configure execution behaviour. Platform administrators manage identity, model runtimes, services, certificates, backup and operational settings.
2. Platform capabilities
	Capability area
	Description

	Data connectivity
	Connect databases, warehouses, object stores, file systems, APIs, event streams and NoSQL/search systems

	Batch ingestion
	Load files, tables and API data into analytical destinations

	Change data capture
	Replicate database changes using log-based capture where supported

	Streaming
	Process supported Kafka and HTTP event sources through continuous or micro-batch flows

	Visual data engineering
	Design source-transform-destination workflows on a canvas

	Lakehouse
	Store analytical data as Apache Iceberg tables on object storage

	Catalog and query
	Register tables in an Iceberg REST catalog and query them with Trino

	Data exploration
	Browse datasets, inspect schemas, profile tables and write SQL

	AI-assisted analytics
	Ask questions in natural language and generate validated SQL for review

	Model operations
	Download, deploy, place and route local language and embedding models

	Business intelligence
	Build dashboards, filters, charts, forecasts and anomaly views

	Enterprise operations
	Manage users, identity federation, TLS, certificates, service health and backups



3. The end-to-end data lifecycle
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Figure 1. The VedaAnalytics data lifecycle
The lifecycle is iterative. A flow can be revised and republished as source schemas change. A dashboard remains connected to its query definitions and underlying tables. A natural-language query can be inspected and refined before it is used.
4. Core concepts
Workspace
The primary application environment in which users navigate data, analytics, AI and administration capabilities.
Connection
A saved configuration for accessing a source or destination. It contains the endpoint, authentication reference and connector-specific settings.
Dataset
A logical namespace used to group related analytical tables. In the Iceberg lakehouse, datasets correspond to catalog namespaces.
Table
A typed analytical object registered in the lakehouse catalog and backed by object-storage data files and Iceberg metadata.
Flow
A versioned directed graph that defines sources, transformations and destinations. A flow definition describes what should happen; a run records what happened during a particular execution.
Run
A specific execution of a flow, including start and end times, status, input/output counts, duration, errors, warnings and per-destination results.
CDC replication
A configured capture process that takes an initial snapshot and then consumes source database changes into a target table or history representation.
Model deployment
A running model runtime and model instance managed through the Model Hub. A deployment can have one or more replicas and be assigned to specific AI tasks.
Dashboard
A collection of query-backed tiles, filters and explanatory content. Tiles are evaluated against their underlying datasets when the dashboard is loaded or refreshed.
5. User roles
VedaAnalytics supports role-oriented access to application capabilities. Typical responsibilities include:
Platform administrator: installation, identity providers, model runtimes, platform services, TLS, security and backup.
Organisation administrator: users and operational policies within the organisation.
Data engineer: connections, flow definitions, CDC, publishing and data operations.
Analyst: dataset exploration, SQL, dashboards and analysis.
Viewer: read-only consumption of authorised analytical content.
Role names and permissions are configured by the deployed release. Data-level and tenant-level policy must be configured in the access-control layer; UI visibility is not a substitute for server-side authorisation.
6. Deployment principles
VedaAnalytics is self-hosted. Organisations choose the compute, storage and network environment. The product can use bundled Docker services or connect to configured external storage, catalog and query services. Local model inference can use CPU or supported NVIDIA GPU resources.
Deployment choice affects:
Data residency and network egress.
Source connectivity.
Object-store throughput and durability.
Query-engine capacity.
Model latency and concurrency.
Backup and recovery design.
Availability and operational responsibilities.
7. Design principles
1. One workspace across data engineering, analytics and AI.
2. Open table formats and interoperable storage.
3. Visual workflows for common operations, with SQL and Python available for advanced work.
4. AI assistance grounded in selected datasets and validated before execution.
5. Local model management under operator control.
6. Explicit run history, previews and operational feedback.
7. Enterprise identity, transport security and administrative controls.
8. Next steps
Architecture
Installation and first run
Connections


CHAPTER 02
VedaAnalytics Architecture
1. Architecture goals
VedaAnalytics is organised as a self-hosted application with distinct control, data and model responsibilities.
The architecture aims to:
Keep data storage and analytical processing within the customer's chosen environment.
Separate logical data workflows from the engine that executes them.
Use open table and catalog interfaces where practical.
Keep model inference independently configurable from the application.
Apply validation and policy checks at execution boundaries.
Allow bundled services for simpler installations and external services for operator-managed environments.
2. Logical topology
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Figure 1. VedaAnalytics logical architecture
This is a logical component view. A deployment topology maps these components onto one or more physical hosts, containers, networks and external services.
3. Experience layer
The web workspace provides task-oriented navigation:
Data: connections, datasets, tables, flows and CDC.
Analyze: Explorer, SQL workspace and dashboards.
AI: Ask Veda, editor assistance and Model Hub.
Govern: identity, access, audit and data controls.
Admin: platform services, certificates, backups and host/runtime settings.
The application is implemented with a React/TypeScript client and Go services.
4. Control plane
The control plane stores and manages configuration and operational state, including:
Users, roles, sessions and identity provider configuration.
Connection metadata and encrypted secret references.
Flow graphs, versions, schedules and run metadata.
CDC replication definitions and status.
Dataset and catalog operations.
AI plans, approvals and audit events.
Model runtime inventory, deployments, replicas and task routes.
Dashboard definitions, share configuration and operational settings.
The deployed release determines the selected metadata database and migration behaviour. PostgreSQL is documented as the primary control-plane database, with SQLite used in development and embedded/test contexts.
5. Data plane
Ingestion and execution
Source adapters discover and read records. The flow execution layer receives prepared inputs and runs the logical transformation graph using the selected execution engine. The platform manages source and destination interactions and records run status.
Lakehouse storage
Analytical records are stored as data files in object storage. Apache Iceberg metadata describes the table schema, snapshots, partition specification and data-file membership.
Catalog
Apache Polaris provides the Iceberg REST catalog. It manages table and namespace metadata references and the catalog interface used by compatible clients.
Query engine
Trino executes SQL over the lakehouse. Explorer, dashboards and AI-assisted SQL use the configured query path and its security controls.
Event transport
Kafka provides durable event transport for supported streaming and CDC paths. Debezium captures supported database changes and publishes them through Kafka before they are applied to lakehouse tables.
6. Model plane
The Model Hub manages local model runtimes, including Ollama deployments. Administrators can download models, assign runtimes to GPUs, create replicas, observe resource utilisation and route platform tasks to deployments.
The model plane is separated from analytical query execution. A GPU-backed model runtime does not imply that all SQL queries are executed on the GPU. Query processing is performed by the configured query engine; model inference is performed by the selected model runtime.
7. Execution-engine abstraction
The Flow Designer supports:
DuckDB as the built-in execution engine.
Apache Spark.
Apache Beam.
The logical flow describes operations, while the selected engine provides the physical execution semantics. Where a portable Beam pipeline is used, a Beam runner executes it; Beam itself is not a cluster manager.
The runtime planner should consider data volume, transformation types, latency, resource limits, connector behaviour and the available engine/runner topology.
8. Security boundaries
Important boundaries include:
Browser-to-application HTTPS.
Application-to-source connector credentials.
Application-to-catalog and object-storage credentials.
User query to SQL validation and query engine.
AI model request and generated SQL review.
Flow worker isolation and resource limits.
Administrative identity and privileged operations.
A production architecture should document network zones, permitted egress, service identities, certificate trust, secret handling, audit retention and data-access enforcement.
9. Deployment patterns
Common deployment patterns include:
Bundled single-host: VedaAnalytics and supporting services run as containers on a Linux host.
External services: selected object storage, catalog or query services are supplied by the operator.
GPU-enabled host: one or more NVIDIA GPUs are made available to local model runtimes.
Disconnected/controlled network: packages, models and dependencies are staged through an operator-controlled process.
The actual deployment topology must reflect tested release support. A logical diagram does not by itself imply high availability or distributed processing.
10. Technology references
Apache Iceberg specification
Apache Polaris
Trino documentation
Apache Spark
Apache Beam
Apache Kafka


CHAPTER 03
Installation and First Run
1. Overview
VedaAnalytics is installed on a Linux host using the repository's setup tooling. The installer prepares the host dependencies, configures the application and supporting containers, builds the web application/API where required, configures the system service and performs health checks.
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Figure 1. Installation and first-run journey
The exact operating-system versions, packages and hardware requirements should be verified against the release being installed.
2. Pre-installation checklist
Before installation, confirm:
A supported Ubuntu/Debian Linux host.
Administrative access for package and service installation.
Sufficient CPU, RAM and disk for the intended source, query and pipeline workload.
Network routes to every source system and configured external service.
A stable host name or IP address for user access.
DNS and firewall rules for required application ports.
NVIDIA driver and container toolkit for GPU use.
A plan for the product's TLS certificate trust.
An operator-managed backup location and credential/key custody.
For a GPU deployment, verify that nvidia-smi works on the host before model installation.
3. Install from source repository
The repository documents the following basic path for Ubuntu/Debian:
	git clone https://github.com/vikramkhanna2207/VedaCLOUD-VedaAnalytics.git vedaanalytics
cd vedaanalytics
sudo ./setup.sh -y



Run the setup script using the privilege level required by the host installation. Review the script and environment configuration before using it in a controlled production environment.
4. Installer configuration
The setup script documents options for:
Non-interactive installation.
Model selection and model replicas.
CPU-only operation.
GPU runtime configuration.
Optional Db2 connector build support.
Lakehouse enablement.
Bundled or external object storage.
Bundled or external Iceberg catalog.
Bundled or external query engine.
Port configuration.
Dry-run mode.
Use the release's ./setup.sh --help and .env.example as the authoritative option/configuration references. Keep secrets out of shell history and source control.
5. First sign-in
After installation:
1. Open the configured HTTPS endpoint in a browser.
2. Trust the platform's internal CA certificate or install an operator-issued certificate.
3. Sign in using the installation bootstrap credentials.
4. Replace the bootstrap password when prompted.
5. Enrol TOTP MFA if required by the organisation's sign-in policy.
6. Configure or connect the required identity provider.
7. Verify the user role and intended permissions.
8. Confirm platform service health.
Never retain a default or shared bootstrap password for production use.
6. Configure the lakehouse
The bundled lakehouse path uses:
S3-compatible object storage.
Apache Polaris REST catalog.
Trino query engine.
The installer can use bundled services or external endpoints for supported services. When external endpoints are used, the operator must provision the services, networking, credentials, TLS trust and storage permissions.
Validate:
Object storage read/write access for the platform writer.
Object storage read access for the query engine.
Polaris catalog authentication and namespace access.
Trino catalog discovery and query execution.
TLS trust between all services.
Application service health.
7. Configure the Model Hub
For GPU deployments:
1. Confirm GPU visibility inside containers.
2. Open the Model Hub.
3. Browse the model library.
4. Review model size, capabilities and licence.
5. Download a compatible model.
6. Deploy the model runtime.
7. Assign the runtime to a GPU where applicable.
8. Set the task route (for example, SQL generation).
9. Run a test prompt and inspect runtime/GPU telemetry.
A successful model download is not the same as a performance qualification. Benchmark using realistic prompts, context lengths and concurrent request patterns.
8. First data workflow
A quick first workflow is:
1. Open Connections.
2. Create a connection to a supported database or upload a sample file.
3. Test the connection and browse its objects.
4. Open Data → Flow Designer.
5. Add the connection/file as a source node.
6. Add a transform node such as Select, Filter or Group.
7. Add a Lakehouse Table destination.
8. Preview the flow.
9. Publish and run it.
10. Open the resulting table in Explorer.
11. Generate a dashboard or ask a question with Ask Veda.
9. Post-install validation
A deployment acceptance checklist should include:
HTTPS and TLS validation.
Sign-in, MFA and identity provider test.
Connection test to a representative source.
Ingestion with known row counts.
Data type and schema validation.
Flow preview and run.
Lakehouse table discovery and snapshot inspection.
Read-only SQL execution and rejection of disallowed statements.
Dashboard creation and filters.
Model inference and task routing.
Backup creation and restore test.
Service restart and recovery validation.
10. Upgrade and uninstall
Use the release-specific upgrade instructions and preserve a verified backup before making changes. Do not assume that rerunning the installer is equivalent to a version upgrade unless the release documentation explicitly states that behaviour.
The repository includes an uninstaller. Review its manifest and scope before use, especially where external storage or customer data is involved.


CHAPTER 04
Connections and Connectors
1. Overview
Connections provide the managed interface between VedaAnalytics and external data systems. A connection captures the endpoint, source type, authentication material and connector-specific configuration needed to test, browse, preview and use the source in a flow or replication.
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Figure 1. Connector framework
The platform uses a connector registry and shared abstractions for SQL databases, file/object stores and source-specific metadata operations.
2. Supported source families
The product README documents integration families that include:
	Category
	Examples

	Relational databases
	PostgreSQL, MySQL, MariaDB, SQL Server, Oracle, SAP HANA, IBM Db2 LUW

	Analytical warehouses/databases
	Snowflake, BigQuery, Amazon Redshift, ClickHouse

	Document and NoSQL stores
	MongoDB, Cassandra

	Search systems
	Elasticsearch, OpenSearch

	Object storage
	S3-compatible storage, Azure Blob / ADLS Gen2, Google Cloud Storage

	File transfer
	SFTP, FTP, FTPS

	Distributed file systems
	HDFS, WebHDFS, server-mounted folders

	APIs
	REST/JSON APIs with supported pagination patterns

	Productivity data
	Google Sheets

	Event streaming
	Apache Kafka

	File formats
	CSV, TSV, JSON, JSON Lines, Parquet, Excel



Connector availability and authentication behaviour are connector-specific. Consult the release compatibility matrix for exact source version and feature coverage.
3. Create a connection
A typical connection workflow:
1. Select the source type.
2. Enter the host, port, database, schema, bucket, path or API endpoint.
3. Select authentication method and provide credentials.
4. Configure TLS or certificate trust where required.
5. Test connectivity.
6. Browse source objects.
7. Preview a sample.
8. Save the connection.
Connection testing verifies the current endpoint and credentials. It does not guarantee future availability, unchanged permissions or source schema stability.
4. Database connections
For relational databases, the connector uses database-specific drivers and SQL dialect behaviour. Common configuration elements include:
Host and port.
Database/service name.
Schema.
User and password or supported authentication mechanism.
TLS mode and CA trust.
Connection and query timeout.
Optional driver or build configuration.
Use a dedicated database principal with the minimum permissions needed for discovery and reads. CDC requires additional log-reading or replication privileges, covered in the CDC guide.
5. Object storage and file connections
Object/file connections may require:
Endpoint or cloud account.
Bucket/container and prefix.
Region.
Access key/secret or supported identity credentials.
TLS configuration.
Path allow-list for server-mounted folders.
File formats include delimited text, JSON, JSON Lines, Parquet and Excel as documented by the product. Preview and ingestion have separate limits.
6. REST API connections
REST/JSON source integrations support source-specific authentication and pagination patterns. Typical configuration includes:
Base URL and resource path.
HTTP method.
Authentication header or token.
Query/header parameters.
Pagination configuration.
Response path/array selection.
Rate limit and retry policy, where supported by the connector.
TLS and allowed destination host.
Avoid placing access tokens or personal data in endpoint paths or free-text descriptions.
7. Kafka connections
Kafka connections identify brokers and topics and provide the settings required to inspect or consume messages. Event schemas and serialization are source-specific. Where schema registry integration is required, confirm the supported connector and schema format for the target release.
8. Secret handling and network security
Connection credentials are stored as secrets and are not returned as cleartext in ordinary connection responses. Use TLS for source connections wherever available. HTTP connectors reject link-local and cloud metadata addresses as a server-side request forgery protection. SFTP host key pinning helps prevent connecting to an unexpected server.
Operational recommendations:
Rotate source credentials.
Limit the Veda host's network route to approved sources.
Use private endpoints when available.
Monitor source permissions and connector errors.
Keep test and production connections separate.
Never paste secrets into AI prompts or flow descriptions.
9. Use connections in downstream workflows
A connection can serve as a source for:
A visual flow.
A batch pipeline.
CDC, where the source type supports log-based capture.
A discovery/profile workflow.
A direct query path where that connector supports it.
10. Troubleshooting
	Symptom
	Likely cause
	Recommended check

	Connection test times out
	Network route, firewall or service unavailable
	Test DNS, route and port from the Veda host

	Authentication rejected
	Incorrect/expired secret or insufficient grants
	Re-enter secret and verify source privileges

	Object list empty
	Wrong bucket/prefix or list permission
	Verify list and read permissions

	Preview works but pipeline fails
	Larger data, type conversion or query permission
	Inspect flow run error and source query

	TLS handshake fails
	CA trust, hostname or protocol mismatch
	Verify certificate chain and hostname

	CDC prerequisite fails
	Source logging/replication not enabled
	Follow the source-specific CDC setup guide



11. Further reading
VedaFlow Designer
CDC and streaming
API integration


CHAPTER 05
VedaFlow: Visual Pipeline Designer
1. Overview
VedaFlow is the data integration and transformation layer in VedaAnalytics. The Flow Designer lets a user create a data workflow by dragging source, transformation and destination nodes onto a canvas and connecting them into a directed graph.
Flows can be previewed, validated, versioned, published and executed manually, on a schedule or continuously for supported event sources.
2. Flow model
A flow consists of:
Sources: connectors, uploaded files, lakehouse tables, HTTP endpoints or Kafka topics.
Transforms: column selection, type conversion, filtering, joins, aggregations, de-duplication, unions, SQL or Python.
Sinks: lakehouse tables and dashboard generation/update actions.
Execution configuration: engine, resource limits, schedule and runtime parameters.
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Figure 1. Visual pipeline lifecycle
3. Creating a flow
1. Open Data → Flow Designer.
2. Choose a template or start with a blank canvas.
3. Add source nodes from the palette.
4. Connect source and transform nodes.
5. Configure each node in the inspector.
6. Review graph problems and required inputs.
7. Preview the workflow on sample data.
8. Select the execution engine and resource limits.
9. Publish a version.
10. Run immediately or select a schedule.
The designer validates missing inputs, incomplete settings and invalid graph structures before publishing.
4. Source nodes
Common source nodes include:
Saved connection.
Existing lakehouse table.
Uploaded file.
HTTP endpoint.
Kafka topic.
A saved connection provides the source credentials and connector behaviour. Source secrets should not be copied into SQL or Python nodes.
5. Transformation nodes
	Transform
	Function
	Configuration considerations

	Select, rename and type
	Select output columns, change names and types
	Decide how null or invalid casts should be handled

	Filter
	Keep rows that match a predicate
	Review data types and boundary conditions

	Join
	Combine two inputs on one or more keys
	Select join type; inspect cardinality and unmatched rows

	Group and summarise
	Aggregate measures by dimensions
	Choose aggregation functions and output grain

	Remove duplicates
	Keep one row per key
	Define the ordering column and first/last rule

	Union
	Stack compatible inputs
	Align columns and type compatibility

	SQL
	Use SQL over named inputs
	Review generated SQL and engine-specific syntax

	Python
	Use a transformation function over DataFrames
	Keep code deterministic and test with representative data



6. Destination modes
Lakehouse table destinations support the configured write mode, such as append, replace or key-based upsert. The selected mode defines how new flow output interacts with existing destination rows.
Before using Replace or Upsert in production, verify:
Target dataset/table.
Key fields and uniqueness.
Type compatibility.
Expected row counts.
Transaction and retry behaviour.
Recovery procedure.
A dashboard destination can create a dashboard from the written table and refresh the table-backed view on later runs.
7. Execution engines
	Engine
	Typical use
	Execution model

	DuckDB built-in
	General-purpose local analytical transformations
	Embedded/local execution

	Apache Spark
	Spark-compatible transformations and larger data processing patterns
	Spark execution profile

	Apache Beam
	Portable pipeline logic using supported Beam transforms
	Executes through a Beam runner



A Beam pipeline is executed by a runner. Beam is not itself a distributed resource manager. Engine availability, connector compatibility and execution topology are deployment-specific.
8. Resource management
Flows can be assigned execution resource limits such as:
CPU cores.
Memory.
GPU access where supported by the transformation code/runtime.
Execution timeout.
Resource limits protect shared infrastructure from one flow consuming all available resources. Choose limits based on measured workload and concurrency.
9. Scheduling
A published flow can be:
Run manually.
Executed at a recurring interval.
Run continuously for supported HTTP/Kafka inputs using micro-batches.
Scheduling behaviour is part of the flow version. Changes to source mapping or transforms should be tested in preview and published as a new version according to the team's release practice.
10. AI-assisted transformations
The SQL, filter and Python nodes provide AI assistance for drafting, explaining, fixing and improving logic. The assistant receives the node's input schema context and applies node-specific validation before the suggestion is presented.
A safe workflow is:
1. Describe the desired transformation.
2. Generate a draft.
3. Inspect the output.
4. Apply it to the node.
5. Preview with sample data.
6. Review row counts and output fields.
7. Publish only after validation.
11. HTTP ingestion endpoint
A flow with an HTTP source can expose a flow-specific endpoint. The documented request format is:
	curl -X POST "https://<VEDA_HOST>/api/v1/ingest/<DESIGN_ID>/<ENDPOINT_NAME>" \
  -H "X-API-Key: <FLOW_API_KEY>" \
  -H "Content-Type: application/json" \
  -d '[{"event_id":"e-100","site":"north","value":18.4}]'



Supported payloads include a JSON object, an array of objects or JSON Lines. The endpoint returns an acknowledgement with the number of records queued. The documented implementation buffers accepted records in memory until a batch is processed; for durability-sensitive producers use Kafka as the buffering/transport layer.
12. Testing and operational visibility
Each run should be assessed using:
Status and timestamps.
Input/output row counts.
Processing duration and throughput.
Per-node errors.
Quarantined records.
Destination write results.
Schedule and freshness status.
Use sample preview for logic validation and a controlled production run for volume validation.
13. Further reading
Connections
CDC and streaming
Lakehouse


CHAPTER 06
Change Data Capture and Streaming
1. Overview
VedaAnalytics supports data movement patterns for both historical loads and continuously arriving changes.
Batch ingestion reads a source at a point in time or on a defined schedule.
Change Data Capture (CDC) captures source database changes from transaction logs or database change streams.
Streaming ingestion continuously processes messages from supported event sources, often using short micro-batches.
These modes serve different latency, reliability and operational requirements.
2. CDC architecture
The documented CDC path uses Debezium Server, Kafka and VedaAnalytics change application.
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Figure 1. CDC and event streaming path
The CDC process captures an initial snapshot and then streams subsequent changes. Kafka separates source capture from destination application and provides buffering subject to topic retention and broker availability.
3. Source systems
The product documentation describes CDC workflows for PostgreSQL, MySQL, MariaDB, SQL Server, Oracle and MongoDB. Each database requires source-specific logging, replication configuration, permissions and connector support.
The connection's batch-read support and CDC support are separate capabilities. A database connector does not automatically imply that log-based replication is configured.
4. Replication modes
Mirror mode
Maintains a destination table representing the latest source state by key. Inserts create rows, updates replace the matching row and deletes remove the corresponding destination row.
History mode
Preserves change events as history records. The product documentation describes operation and change-time metadata such as _cdc_op and _cdc_changed_at, with offset metadata for history ordering.
Mode selection should be made per use case. Mirror mode is suitable for current-state analysis; history mode is useful for change analysis and audit-oriented data modelling.
5. Initial snapshot and log capture
The replication lifecycle is:
1. Configure the source database for CDC.
2. Validate database prerequisites and permissions.
3. Select schemas and tables.
4. Choose the target dataset and replication mode.
5. Start the initial snapshot.
6. Transition to change streaming.
7. Monitor capture delay and table-level counts.
8. Pause, resume or remove the replication as required.
The source's log retention must be sufficient to cover expected outages and catch-up windows. A replication slot or equivalent source-side capture position can consume source resources if not monitored.
6. Delivery semantics and recovery
For each CDC source, validate:
Offset/position persistence.
Destination commit order.
Replay behaviour.
Duplicate suppression/idempotency.
Delete and truncate semantics.
Schema changes.
Source restart and destination outage behaviour.
VedaAnalytics documents an idempotent apply/replay design for supported CDC paths. Streaming flow semantics are described separately and may be at-least-once. Avoid treating these semantics as identical across all connectors and destinations.
7. Kafka-to-lakehouse streaming
Kafka topics can be used as sources in streaming flows. A streaming pipeline consumes a topic, maps fields, applies quality checks and writes to a lakehouse destination through micro-batches.
Operational metrics include:
Consumer lag.
Records processed.
Batch duration.
Quarantined records.
Destination freshness.
Retries and errors.
Batch interval is a latency/resource trade-off. Smaller intervals can improve freshness but increase scheduling and commit overhead. Larger intervals may improve throughput while increasing end-to-end latency.
8. Schema evolution
Event schemas change over time. A robust streaming design needs to define:
Whether new fields are accepted automatically.
How type changes are handled.
How removed fields are represented.
Whether incompatible events are quarantined.
How downstream dashboards and queries are affected.
Whether a schema registry is used for Avro/Protobuf messages.
Validate the source serialization and VedaAnalytics connector support before enabling schema evolution in production.
9. Dead-letter handling
Invalid messages may be quarantined or routed to a dead-letter mechanism depending on the configured flow. A production DLQ design should specify:
Durable message retention.
Error reason and source offset.
Replay procedure.
Access controls for rejected records.
Alert thresholds.
Retention and deletion policy.
10. Sizing and operations
CDC sizing depends on source write rate, number of captured tables, event size, broker retention, destination commit latency and history/mirror mode.
Monitor:
Source log/replication slot growth.
Debezium process health.
Kafka broker disk and topic retention.
Consumer lag.
Destination commit rate.
Table file count and snapshot growth.
Restart and catch-up time.
11. Further reading
Debezium documentation
Kafka documentation
Iceberg maintenance


CHAPTER 07
Lakehouse Storage and Catalog
1. Overview
VedaAnalytics uses an open lakehouse architecture based on Apache Iceberg tables, object storage, an Iceberg REST catalog and Trino SQL access.
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Figure 1. Open lakehouse stack
This architecture separates:
Data files stored in object storage.
Table metadata managed through the Iceberg table format.
Catalog operations exposed through Apache Polaris.
SQL execution provided by Trino.
2. Storage model
Analytical table records are stored as files in object storage. Iceberg metadata describes the current table schema, partition specification, snapshots and data-file membership.
The storage layer can be backed by bundled S3-compatible storage or an operator-configured external object store, subject to the target deployment configuration.
3. Iceberg tables
Iceberg is a table format designed for large analytical datasets. Its metadata model tracks files and snapshots rather than relying on directory names as the sole source of table state.
Core Iceberg concepts include:
Table metadata: schema, partition specs, properties and snapshot references.
Snapshot: a committed view of the table at a point in time.
Manifest: metadata describing the data files associated with a snapshot.
Schema evolution: changes to the logical table schema.
Partition evolution: changes to the table's partition strategy.
Catalog: the service used to discover and manage tables.
The Iceberg specification defines format capabilities; a particular VedaAnalytics release and query engine may expose only a subset of upstream operations. See the release feature and compatibility reference.
4. Apache Polaris catalog
Polaris provides an Iceberg REST catalog. VedaAnalytics uses the catalog to register namespaces and tables and to resolve Iceberg metadata for query and write operations.
Catalog administration should cover:
Catalog endpoint and TLS.
Authentication and principals.
Namespace lifecycle.
Table ownership and naming.
Storage credentials and access policy.
Recovery and catalog backup.
Compatibility between the catalog, clients and table format version.
5. Trino query service
Trino provides SQL query access to Iceberg tables. The VedaAnalytics application routes user-facing SQL and BI queries through the configured guard and query services.
Trino is an independent query engine. Its own deployment configuration controls worker/coordinator topology, connector settings, resource groups, authentication, access control, spill and monitoring.
6. Read and write paths
Write path
The application or flow execution path prepares table output, writes data files and commits metadata through the configured Iceberg/catalog path. A successful commit creates a new table state visible to readers.
Read path
The user or dashboard submits a query through VedaAnalytics. The platform validates the query and sends it to Trino. Trino resolves the catalog, plans the table scan, reads the necessary object-storage files and returns results.
7. Dataset and table organisation
VedaAnalytics organises tables into datasets. A dataset groups related tables and provides a logical navigation and access boundary in the application.
Recommended naming conventions:
Use stable lowercase dataset identifiers.
Use business-readable table names.
Avoid embedding customer secrets or personal data in names.
Document table grain, primary key, event time and owner.
Use consistent source prefixes for landing/raw data where useful.
8. Snapshots and time travel
Iceberg snapshots represent committed table states. Snapshot history can support investigation of when table contents changed and provide a basis for rollback or time-travel queries when supported by the engine and exposed by the platform.
Snapshot retention must be governed. Expiring snapshots too aggressively can remove historical states; retaining them indefinitely can increase metadata and storage costs.
9. Table maintenance
A lakehouse maintenance policy should include:
Data-file compaction.
Manifest rewrite and metadata optimisation.
Snapshot expiration.
Orphan-file cleanup.
Partition evolution.
Data-quality reconciliation.
Statistics and query planning validation.
Maintenance operations must be coordinated with active writers and readers and should be tested before production scheduling.
10. Object tables
Object tables provide queryable metadata for files in object storage without requiring the source object to be copied into the lakehouse. Typical metadata fields include object path, size, content type and timestamps where available.
Object metadata indexing is separate from extracting content. Document parsing, OCR, media transcription, embedding creation and semantic retrieval are additional processing stages.
11. Interoperability
Because Iceberg is an open table format, other compatible engines and tools may access the same table data through a compatible catalog and storage configuration. Compatibility depends on:
Iceberg format version.
Supported data types and table features.
Catalog protocol/version.
Object-store behaviour.
Authentication and credential model.
Engine-specific read/write support.
Do not assume that every tool can safely write to every VedaAnalytics table. Validate concurrent writer coordination and format compatibility.
12. References
Iceberg specification
Iceberg schema and partition evolution
Apache Polaris
Trino Iceberg connector


CHAPTER 08
Explorer and SQL Workspace
1. Overview
Explorer provides a catalogue-oriented view of the lakehouse. Users can navigate datasets, inspect tables and fields, preview records, review profiles and snapshots, and open a SQL workspace.
The SQL workspace provides direct query authoring for users who need more control than the visual interfaces.
2. Explorer navigation
Explorer organises analytical assets into datasets and tables. A table view can expose:
Schema and data types.
Sample rows.
Table profile.
Table details.
Snapshot history.
Dataset relationships where detected.
The data profile helps users understand missingness, distinct counts, value ranges and candidate identifiers before designing a flow or query.
3. Dataset diagrams
The dataset diagram visualises tables and likely relationships. It can help users discover join paths and understand how tables relate.
A detected relationship is a candidate, not a business contract. Validate:
Key uniqueness.
Null key rates.
Join cardinality.
Referential integrity.
Whether the relationship is time-dependent.
Whether joining produces row multiplication.
4. SQL editor
The SQL workspace provides:
SQL editing and syntax highlighting.
Table and column completion.
Query execution and cancellation.
Query result grid.
Query tabs and history.
Data export from result views.
AI assistance for writing, explaining, fixing and improving SQL.
5. Query lifecycle
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Figure 1. Governed SQL query path
The user-facing query path is designed to constrain statements to approved read operations. The engine is configured with read-only access for the relevant user query path.
6. SQL safety
A query safety layer should validate:
Statement count.
Permitted statement types.
Table and schema references.
Forbidden administrative or mutating operations.
Query timeout and result limits.
Access policy and permitted dataset scope.
A read-only SQL guard is one layer of defence. It does not replace table/column authorization, query resource controls, audit, network security or engine access control.
7. Query performance practices
For efficient SQL:
Filter early on selective predicates.
Project only required columns.
Use appropriate join keys and inspect cardinality.
Avoid unnecessary cross joins.
Aggregate at the required grain.
Use partition columns where they align with query filters.
Inspect query plans.
Avoid repeatedly scanning very large unfiltered tables.
Review file sizes and compaction when scan planning becomes expensive.
8. Query results and export
The workspace displays query results in a tabular grid and supports export options documented by VedaAnalytics. The interface display limit is distinct from the complete dataset size. For full-data exports, use the streaming export workflow instead of copying only visible rows.
9. AI-assisted SQL
Ask Veda can use the selected datasets to generate a SQL draft. The user can inspect the SQL, review validation feedback, approve or reject it, and then view the executed result.
See VedaAI and conversational analytics.
10. Troubleshooting
	Issue
	Checks

	Table missing
	Confirm dataset, catalog registration and source flow completion

	Permission denied
	Check user role, table grants and query engine access policy

	Query rejected
	Inspect the guard message; verify one permitted read-only statement

	Query timeout
	Review filters, join strategy, data volume and engine resources

	Unexpected row count
	Validate join cardinality, filters and table grain

	Stale result
	Check dashboard refresh, source freshness and last flow/CDC run



11. Further reading
Lakehouse storage and catalog
VedaAI
VedaBI


CHAPTER 09
VedaAI and Conversational Analytics
1. Overview
VedaAI brings natural-language assistance into data exploration and engineering workflows. It helps users translate a business question into a query or transformation draft, inspect the output and continue their analysis without starting from a blank SQL or code editor.
VedaAI is integrated with the Model Hub so inference can use locally hosted models selected by the platform administrator.
2. Supported interaction patterns
The product documentation describes:
Natural-language-to-SQL in Ask Veda.
SQL drafting, fixing, explaining and improving in the SQL editor.
Filter expression drafting in the visual flow designer.
SQL and Python transformation assistance inside flow nodes.
Result visualisation and follow-up exploration through the product workspace.
3. Ask Veda workflow
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Figure 1. Ask Veda execution cycle
The model does not directly execute arbitrary SQL. It drafts a query based on selected dataset context. The product validates the query and asks the user to approve the proposed action before execution.
4. Schema grounding
The model prompt is grounded using:
Dataset/table metadata.
Column names and types.
Selected sample rows.
The datasets explicitly selected for the request.
This context helps the model choose relevant tables and fields. It does not guarantee that every ambiguous business concept has a unique meaning. Users should define important metrics and verify joins, date logic and aggregation grain.
5. Validation and repair
The query guard and query engine planning path check whether the generated statement is permitted and executable. Validation feedback can be supplied to the model for a limited repair attempt.
The final SQL should be reviewed for:
Correct table selection.
Correct field selection.
Join semantics.
Filters and date boundaries.
Metric definitions.
Aggregation and grouping.
Expected output grain.
Query cost and execution scope.
6. Human approval
The Ask Veda workflow includes user approval or rejection. Approval triggers a fresh validation before read-only execution. This reduces the risk of relying on an unreviewed generated statement.
For critical analytical outputs, teams should add metric certification, peer review and business-owner sign-off.
7. AI assistance in SQL and flow nodes
SQL editor
Describe the intended result and ask Veda to write a query. Existing SQL can be explained, improved or repaired using the current error.
Filter node
Describe the desired row condition. The assistant drafts a filter expression using the node's input fields.
SQL node
Describe the transformation. The assistant creates SQL using the named input relations.
Python node
Describe the transformation. The assistant drafts a Python transform function for review.
Generated content is a draft. Preview and test the transformation before publishing.
8. Model routing
VedaAI sends a request to the model deployment configured for the relevant task. The Model Hub decides which runtime/replica receives it based on the configured task route and runtime availability.
Administrators can select models that match task type, language, context requirement, tool/vision/embedding needs, hardware capacity and licence constraints.
9. Analytical integrity
Natural-language analytics can fail when the question is ambiguous or data semantics are unclear. Ask for clarification when:
“Revenue” has multiple definitions.
A date can mean order date, invoice date or settlement date.
The requested comparison has no clear baseline.
An identifier could refer to different business entities.
A measure requires a currency conversion.
An aggregation may double-count due to a one-to-many join.
A generated explanation must be grounded in executed results. Do not treat a plausible narrative as proof of causation or a predictive conclusion.
10. Privacy and model locality
When VedaAI is configured to use a local model runtime, prompts and inference can remain within the configured infrastructure boundary. Data handling still depends on:
Which datasets and sample rows are sent to the model.
Model runtime placement.
Network egress policy.
Model telemetry and logging configuration.
Enabled external model providers, if any.
Operators should document the exact model route and egress posture for each deployment.
11. Further reading
Model Hub and GPU orchestration
Explorer and SQL workspace
Governance and security


CHAPTER 10
Model Hub and GPU Orchestration
1. Overview
The Model Hub manages locally hosted AI model runtimes and their deployment onto available CPU/GPU resources. It gives administrators a single place to discover models, download artifacts, create runtime deployments, add replicas, inspect hardware utilisation and configure model-task routing.
The current integration uses Ollama-compatible model runtimes.
2. Model lifecycle
[image: ]
Figure 1. Model Hub deployment lifecycle
3. Model catalogue
The Model Hub can browse the Ollama model library and filter by declared model capabilities, including categories such as:
Text and code.
Tool-capable models.
Thinking/reasoning-oriented models.
Vision.
Embeddings.
The catalogue is descriptive metadata. A model's presence in a catalogue does not mean it is compatible with every task or every hardware profile.
4. Runtime and deployment
A runtime is a running model-serving process. A deployment associates a model with a runtime and task configuration. Replicas provide multiple runtime instances for a model, subject to hardware capacity.
Administrators can:
Download model artifacts.
Deploy and remove model instances.
Add or remove runtime replicas.
Assign replicas to GPUs.
Set task routes.
Observe runtime status and reported VRAM usage.
Allow the platform to reconcile desired runtime state after service restarts.
5. GPU resource model
GPU placement considers:
GPU inventory and free memory.
Model size and expected runtime memory.
Number of replicas.
Context length and request concurrency.
Whether multiple replicas share one GPU.
Driver and container runtime configuration.
VRAM fit checks are estimates. Actual model memory use can vary by quantisation, context size, prompt length, batching, runtime implementation and concurrency.
A GPU-enabled host must expose the device correctly to the model runtime container. Validate GPU access after install, systemd reloads, Docker restarts and host reboot.
6. CPU-only mode
VedaAnalytics can operate without an NVIDIA GPU. CPU inference may be suitable for smaller models, lower concurrency or non-interactive workloads. Response latency will depend heavily on CPU model, RAM bandwidth, quantisation and request length.
7. Task routing
Task routes decouple application features from a specific model name. Administrators can select a deployment for supported tasks such as:
SQL generation.
Code assistance.
Embeddings.
Other model tasks exposed by the product release.
The task router checks declared model capability and runtime status before dispatch. A deployment should be tested for output quality and latency before being used for production workflows.
8. Replicas and concurrency
Replicas can increase service capacity and distribute concurrent requests. However, multiple replicas assigned to the same physical GPU share that GPU's compute and memory bandwidth. Replication does not multiply hardware capacity.
Measure:
Requests per second.
Time to first token.
Tokens per second.
Queue time.
VRAM utilisation.
CPU/RAM use.
Failure rate.
Model warm-up/reload time.
9. Model governance
Before deploying a model, review:
Upstream model licence.
Commercial-use permissions.
Redistribution obligations.
Training-data and acceptable-use terms.
Model provenance and checksum.
Known security or safety limitations.
Intended task and evaluation results.
Maintain a deployment inventory with model name, version/tag, licence reference, runtime image/version, hardware placement and task routes.
10. Troubleshooting
	Symptom
	Investigation

	Model download fails
	Check registry reachability, disk capacity and model tag

	Runtime starts on CPU
	Check container GPU/CDI visibility and NVIDIA driver

	Deployment refused for memory
	Review current VRAM, model size and replica count

	Inference is slow
	Measure model warm-up, GPU utilisation, prompt length and concurrency

	Route unavailable
	Confirm task mapping and runtime health

	Model output is poor
	Evaluate model against representative prompts and task-specific tests



11. Further reading
Ollama documentation
NVIDIA Container Toolkit


CHAPTER 11
VedaBI: Dashboards and Analytics
1. Overview
VedaBI is the visual business intelligence layer of VedaAnalytics. Users create charts and dashboards over lakehouse datasets, combine filters, interact with visual elements, explore trends, and share approved dashboard views.
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Figure 1. From dataset to decision
Dashboards are query-backed. A chart definition describes the fields and operations required to build the chart; the platform compiles this definition into SQL and retrieves the current result from the query engine.
2. Chart builder
A chart definition typically includes:
Data source (dataset/table or supported SQL source).
Dimensions/group-by fields.
Measures.
Aggregation functions.
Filters.
Sort order and result limit.
Visualisation type.
Display formatting and labels.
The current product README documents a library of 11 chart types. Use chart types that match the analytical question rather than selecting them solely for appearance.
3. Dashboard layout
A dashboard is a grid of tiles. Users can:
Add chart tiles.
Add text/notes.
Move and resize tiles.
Rename and describe the dashboard.
Duplicate dashboards.
Add filter controls.
Configure refresh behaviour.
Open a full-screen view.
4. Filters and interactions
Dashboard filters can operate across tiles that use compatible fields. Click-to-filter interactions allow a user to select a category or point in one chart and filter other charts accordingly.
Time drill-down allows a user to move from a broad period into finer grains where the underlying date field supports the requested level.
Always review the active filter state when interpreting a dashboard. A dashboard screenshot without its filters, date range and freshness context can be misleading.
5. Generated dashboards
VedaBI can inspect a table profile and propose an initial dashboard. It uses detected data types, cardinalities, null rates and time fields to choose potential headline metrics and breakdowns.
Generated dashboards are a starting point. The owner should review:
Which numerical fields are measures versus identifiers.
Whether sums/averages are meaningful.
Which date field defines the time axis.
Whether category cardinality is suitable.
Whether the table grain supports the displayed metric.
Whether the result includes duplicates or incomplete records.
6. Forecasts
The product documents a univariate forecasting method based on Holt/Holt-Winters. Seasonal Holt-Winters is used when sufficient history exists; a linear trend method can be used when seasonal history is insufficient.
Forecast interpretation should include:
Frequency and regularity of observations.
Available history.
Seasonal period.
Missing values and outliers.
Changes in business process or reporting.
Backtest error and prediction interval.
Forecasts are estimates, not guarantees. Do not use a single forecast line as a substitute for scenario planning or model risk review.
7. Unusual-point detection
The product documents a robust univariate unusual-point method using median-based neighbourhood comparison and robust z-score logic. It is intended to highlight points that warrant investigation.
An unusual observation may be caused by:
A real business event.
A data ingestion issue.
A source-system change.
Seasonality or calendar effects.
A one-off outlier.
A change in reporting definitions.
An alert is an investigation signal, not proof of fraud, error or misconduct.
8. Narrative findings
VedaBI can generate plain-language findings from the rows returned by the chart query. Examples include period changes, highest/lowest periods, leading categories and concentration.
Narratives should always be interpreted alongside the underlying values, filters and query definition.
9. Export
The documented export formats include:
CSV.
TSV.
Excel.
Parquet.
JSON Lines.
The export mechanism can stream rows from the query engine rather than limiting the file to the rows visible in the browser grid. Validate format-specific typing and file size for the target workflow.
10. Sharing and embedding
VedaBI supports read-only dashboard share links and iframe embedding. Administrators should define:
Expiry policy.
Revocation process.
Who may create external links.
Whether the dashboard includes confidential data.
Whether anonymous access is acceptable.
Network restrictions around embedded views.
For sensitive data, use authenticated sharing and data-level access enforcement rather than relying solely on possession of a share URL.
11. Dashboard design recommendations
A useful dashboard should:
1. State its purpose and audience.
2. Define each KPI and its numerator/denominator.
3. Show the date range and last refresh.
4. Keep a consistent set of dimensions and filters.
5. Use charts that match the comparison.
6. Provide drill-through or supporting detail where required.
7. Indicate missing or stale data.
8. Avoid implying causation from correlation.
9. Show units, currency and time zone.
10. Identify the owner and refresh responsibility.
12. Further reading
Snowflake user guides
Microsoft Fabric Warehouse
Databricks AI/BI


CHAPTER 12
Governance, Identity and Security
1. Overview
VedaAnalytics brings identity, access, data governance and security controls into the platform administration model. The controls should be applied consistently across connections, pipelines, datasets, SQL queries, dashboards, AI requests, model deployments and exports.
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Figure 1. Security control layers
A secure deployment is a combination of product controls, infrastructure controls, operational procedures and customer policy.
2. Identity lifecycle
The documented identity capabilities include:
Local user accounts.
TOTP two-factor authentication.
OpenID Connect single sign-on.
SAML 2.0 single sign-on.
LDAP and Active Directory authentication.
SCIM 2.0 user/group provisioning.
Role mapping from identity-provider groups.
Session lockout and revocation controls.
User administration and account recovery procedures.
Identity federation should be configured using the identity provider's metadata, signing keys, redirect URIs, certificate trust and group/role mapping.
3. Authentication flows
OIDC
The product uses an authorization-code flow with PKCE and validation of state, nonce, issuer, audience, signature and token validity.
SAML
The product supports SP-initiated SAML sign-in with signed request/response validation and checks for audience, destination, validity and request correlation.
LDAP / Active Directory
Directory authentication uses LDAPS or StartTLS. The directory lookup and group mapping configuration should use least-privilege service credentials and safe LDAP filters.
SCIM
SCIM endpoints allow an identity provider to provision, update and deactivate users/groups. Deactivation should terminate access according to the product session policy.
4. Role and policy model
Use roles to separate:
Platform administration.
Organisation administration.
Data engineering.
Analysis.
Read-only viewing.
For sensitive deployments, define policies at the level of organisation, workspace, dataset, table, row and column as required by the use case. Query access, AI retrieval, dashboard tiles, exports and API access must all enforce the same policy intent.
5. Data governance
A comprehensive governance model includes:
Data owners and stewards.
Business glossary and canonical terms.
Dataset/table descriptions.
Technical metadata and schema.
Data classification and sensitivity labels.
Data quality rules and results.
Data lineage.
Metric definitions and ownership.
Retention and deletion policy.
Data access purpose and approvals.
A certified business metric should define its grain, formula, filters, units, time basis, owner and version. This prevents two dashboards from presenting different meanings under the same label.
6. Data quality
Common data quality dimensions include:
Completeness.
Validity.
Uniqueness.
Consistency.
Timeliness.
Accuracy against a reference.
Referential integrity.
Rules should specify severity and action:
Warn.
Quarantine.
Stop the run.
Accept with an approved exception.
Quality results should be retained with the flow run so users can trace the output back to the checks applied.
7. Sensitive data protection
Data protection controls can include:
Classification of personal, financial and confidential attributes.
Data minimisation.
Dynamic masking.
Tokenisation and pseudonymisation.
Encryption at rest and in transit.
Purpose-based access.
Retention and deletion.
Controlled export and sharing.
Auditing and review of sensitive access.
Sensitive data discovery based on patterns or AI classification should be validated by a data owner before policies are enforced automatically.
8. Transport security and certificates
VedaAnalytics documents TLS 1.3 for configured external and internal service communication, an internal certificate authority, certificate renewal and mutual TLS for model runtimes.
Operators should maintain:
CA trust distribution.
Certificate expiry monitoring.
Private key protection.
Certificate rotation procedures.
Hostname/SAN correctness.
Revocation and emergency replacement.
Trust validation for external services.
9. Secrets management
Connection credentials and service secrets should be encrypted and referenced through secure configuration. Secrets must not appear in:
Application logs.
AI prompts.
Flow descriptions.
Screenshots.
Source control.
Query history.
Support bundles without redaction.
Use separate credentials per service and rotate them according to the organisation's policy.
10. SQL and AI policy enforcement
AI-generated queries should pass through the same SQL security boundary as manually authored queries. Dataset selection, query validation, execution credentials and audit logging should remain consistent.
AI access to documents or vector indexes must also inherit the source data's access controls. Retrieval must not disclose content to a user who cannot read the original record.
11. WAF and application protection
The VedaAnalytics application protection interface provides configurable modes and request inspection/rate limiting capabilities. It is one layer of application protection and should be deployed behind the organisation's perimeter security controls where required.
A complete enterprise defence-in-depth design may also include:
Network firewall.
Reverse proxy/load balancer.
Dedicated WAF.
API gateway.
DDoS protection.
Endpoint protection.
Vulnerability scanning.
SIEM/SOAR.
Centralised audit and alerting.
12. Audit and traceability
Audit events should identify:
Actor and role.
Action and target resource.
Timestamp and request/correlation ID.
Outcome.
Source address or client context where available.
Relevant before/after values for administrative changes.
AI plan/approval/execution relationships.
Export/share activity.
Audit retention and integrity controls should be configured to meet the organisation's policy.
13. Security operations checklist
Enforce MFA for privileged users.
Use SSO and central provisioning where possible.
Review roles and group mappings.
Rotate connector and service credentials.
Verify TLS for every external endpoint.
Restrict inbound/outbound network paths.
Review public dashboard sharing.
Review AI dataset scope and model routing.
Monitor certificate expiry.
Test backup/restore.
Export and review audit records.
Run security testing against the deployed topology.
14. Further reading
Trino security
Snowflake governance guides
Google BigQuery data governance


CHAPTER 13
Deployment, Sizing and Environment Profiles
1. Deployment model
VedaAnalytics is self-hosted. It can be deployed in an organisation-controlled environment such as:
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Figure 1. Deployment topology
Enterprise data centre.
Private cloud.
State Data Centre.
Dedicated virtual machines.
GPU-enabled Linux server.
Restricted or disconnected network, using an operator-managed offline installation process.
The current installation path uses Linux and Docker-based services, with selected external-service endpoints supported by the product setup.
2. Component placement
A deployment plan should identify where each service runs:
	Service
	Placement decision

	VedaAnalytics API
	Application host/container

	Web client
	Served by the application

	Control-plane database
	Bundled or external database

	Object storage
	Bundled S3-compatible service or external object store

	Iceberg catalog
	Bundled Polaris or external REST catalog

	Query engine
	Bundled Trino or external Trino endpoint

	Kafka
	Bundled or operator-managed broker

	CDC connector processes
	Connector/runtime containers

	Flow execution workers
	Isolated execution containers

	Ollama runtimes
	CPU/GPU host or registered remote runtime



External placement requires the operator to provide service lifecycle, capacity, credentials, network and availability.
3. Sizing dimensions
Do not size a deployment using raw dataset size alone. Consider:
Data ingestion
Daily source volume.
Peak ingestion rate.
CDC event rate.
Number of sources and concurrent connectors.
Initial snapshot/backfill volume.
Data retention and growth.
Query and BI
Concurrent analysts.
Query complexity and scan size.
Dashboard tile count and refresh interval.
Export volume.
Interactive latency objectives.
Pipeline execution
Concurrent flows.
Transformation types.
Join cardinality.
Memory pressure.
Input/output file sizes.
Schedule overlap.
AI and model serving
Number and size of models.
Context length.
Concurrent requests.
Token generation rate.
Embedding throughput.
GPU VRAM and memory bandwidth.
Model warm-up/reload time.
Resilience
Replication and backup requirements.
Recovery time.
Retention.
Off-host storage and network capacity.
Spare capacity for failover and maintenance.
4. CPU and RAM planning
CPU and RAM requirements are workload-dependent. The application/API, query engine, pipeline workers, Kafka, object storage and model runtimes all compete for host resources when co-located.
A single-host proof of concept should reserve headroom for:
Operating system and container runtime.
Application/API.
Metadata database and catalog.
Trino coordinator/worker.
Object storage cache and IO.
Kafka and CDC processes.
Concurrent pipeline workers.
Model inference and embedding processes.
Avoid allocating all host resources to one flow or model runtime.
5. GPU planning
GPU capacity depends on:
Model architecture and parameter count.
Quantisation.
Context length.
KV cache.
Batching and concurrency.
Number of model replicas.
Vision/embedding components, where used.
Use the Model Hub's fit estimate as an initial guide, then run a representative benchmark. When multiple replicas share a GPU, they compete for compute and memory bandwidth.
6. Storage planning
Plan storage separately for:
Application and logs.
Metadata database.
Iceberg data files.
Iceberg metadata/manifests/snapshots.
Kafka topics and CDC offsets.
Model files and runtime cache.
Backups and exports.
Temporary flow execution data.
Object storage should have lifecycle/retention rules consistent with Iceberg snapshots and backup policy. Deleting old data files without respecting table metadata can corrupt table state.
7. Network planning
Document:
Browser/client access to HTTPS endpoint.
Application access to source databases and APIs.
Application access to catalog and object storage.
Trino access to object storage.
CDC connectors to source databases and Kafka.
Flow workers' permitted data transfer path.
Model runtime access and update path.
Certificate trust and service identity.
The data-egress policy should be explicit. Local AI inference does not by itself guarantee that all services are offline; model downloads, package installation and external connectors may require network access.
8. Environment profiles
Development
Small datasets, synthetic source systems, short retention and local test services.
Pilot
Representative source systems and data volume, a limited group of users, measured performance, backup/restore tests and operational runbooks.
Production
Defined sizing, identity federation, monitored services, capacity headroom, backup/restore validation, security review, change management and support ownership.
Disconnected / air-gapped
Pre-staged OS packages, container images, model weights, connector dependencies, signed artefacts, offline update process and controlled transfer procedures.
9. Benchmark methodology
Record for every benchmark:
Product release and commit.
Host hardware and OS.
CPU/RAM/GPU and disk type.
Object storage and network.
Source and destination components/versions.
Dataset row count, bytes, schema and data distribution.
Query/flow definition.
Warm/cold cache state.
Concurrency.
Duration and repetitions.
Throughput, p50/p95 latency, errors and resource use.
Never compare two systems using different datasets, cache states or resource allocations without disclosing the difference.
10. Further reading
DuckDB performance guidance
Trino administration and tuning
NVIDIA Container Toolkit


CHAPTER 14
Operations, Monitoring, Backup and Recovery
1. Operational model
VedaAnalytics is a data platform, so operations must cover more than the web application. The service owner should monitor the application, control-plane database, catalog, object storage, Trino, Kafka, CDC connectors, flow workers and model runtimes.
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Figure 1. Operate the analytics platform
2. Service health
The platform services view provides service placement and health information for supported components. Host telemetry includes CPU, RAM, disk, container and GPU information where available.
For production, centralise and retain:
Application logs.
Flow execution logs.
CDC connector logs.
Kafka broker and consumer metrics.
Trino query and worker metrics.
Object-store capacity and request errors.
Catalog availability and request errors.
Model runtime health and GPU utilisation.
Identity provider and authentication events.
TLS/certificate status.
3. Key monitoring indicators
	Layer
	Signals

	Host
	CPU load, RAM, disk capacity, IO wait, network

	Application
	Request rate, error rate, latency, goroutines/process health

	Connections
	Test failures, read latency, authentication errors

	Pipelines
	Run status, duration, throughput, input/output counts, quarantine counts

	CDC
	Source capture health, event lag, Kafka offsets, destination apply rate

	Kafka
	Broker health, topic size, retention, under-replicated partitions where applicable

	Trino
	Query queue, planning time, execution time, memory, failed queries

	Iceberg
	Snapshot growth, file count, metadata growth, commit failures

	Model Hub
	Runtime health, VRAM, queue time, token rate, inference errors

	BI
	Dashboard load time, tile query latency, stale data and export errors

	Security
	Failed sign-ins, role changes, unusual access, certificate expiry



4. Alerting
Define alerts around user impact and operational thresholds:
Source disconnected.
CDC lag beyond the configured objective.
Flow failure or repeated quarantine.
Kafka disk/retention pressure.
Trino query failure or saturation.
Object storage capacity threshold.
Model runtime unavailable or unexpected CPU fallback.
GPU memory exhaustion.
Certificate nearing expiry.
Backup failure.
Restore test failure.
Every alert should have an owner, severity, runbook and escalation path.
5. Backup scope
The product backup function documents encrypted backup of selected control-plane, catalog, warehouse, secret/configuration and lakehouse data. The exact scope depends on the deployment and object-store configuration.
A production backup policy must explicitly include:
Metadata database.
Catalog database/state.
Application configuration.
Secret encryption keys and recovery process.
Object-store data and Iceberg metadata.
Kafka topics/offset state where required.
Model configuration and model artifacts where required.
Certificates and internal CA material.
Product version and configuration inventory.
6. Restore sequence
A typical restore plan:
1. Provision a clean recovery host or target environment.
2. Install the compatible VedaAnalytics release and component versions.
3. Restore the metadata database.
4. Restore catalog state.
5. Restore object storage or point to its replicated copy.
6. Restore configuration and secrets using the approved key recovery process.
7. Restore Kafka/CDC state where included in the recovery design.
8. Start services in dependency order.
9. Verify catalog and table discovery.
10. Execute representative read queries.
11. Verify pipelines, dashboards, AI model routes and identity.
12. Record recovery time and data-loss window.
The exact order and consistency requirements depend on the deployment's write path and backup method.
7. RPO and RTO
RPO is the maximum acceptable data-loss window measured in time.
RTO is the target time to restore service after a disruption.
A target is not a demonstrated capability. Measure RPO/RTO using scheduled recovery exercises and record:
Failure scenario.
Last successful backup/replication point.
Detected outage time.
Service restoration time.
Data reconciliation result.
Missing/duplicated records.
Corrective actions.
8. Change management
For each production change:
Record the change request and owner.
Back up affected state.
Validate compatibility.
Test in a non-production environment.
Define rollback.
Schedule the change.
Monitor post-change health.
Update configuration and architecture documentation.
9. Incident response
An incident record should capture:
Start/end time.
Affected services and users.
Symptoms and business impact.
Correlation IDs and relevant logs.
Root cause.
Data integrity assessment.
Recovery actions.
Preventive follow-ups.
For data incidents, explicitly check whether rows were lost, duplicated, delayed, quarantined or incorrectly transformed.
10. Routine operational checklist
Daily
Review service health and failed jobs.
Check backup completion.
Review CDC and Kafka lag.
Check object storage and disk capacity.
Review model runtime availability.
Weekly
Review failed flows and repeated data quality issues.
Validate restore-test outcome.
Review certificate and secret expiry.
Inspect query and dashboard performance trends.
Monthly
Review capacity and growth.
Review users, roles and service credentials.
Review model versions and licences.
Review retention and snapshot maintenance.
Exercise operational runbooks.
11. Further reading
Trino monitoring and administration
Apache Kafka operations
Iceberg maintenance


CHAPTER 15
API and System Integration
1. Overview
VedaAnalytics integrates with external systems through source connectors, CDC processes, Kafka, flow-specific HTTP ingestion endpoints, identity protocols and product APIs.
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Figure 1. Integration patterns
The exact API surface is release-specific. Use the API reference generated from the deployed build as the authoritative schema for production integrations.
2. Integration patterns
	Pattern
	Use

	Database connector
	Browse/read tables and use them as flow sources

	Object/file connector
	Discover and ingest files or object metadata

	REST source connector
	Read paginated API resources

	Kafka source
	Consume event messages into flows

	CDC
	Capture source database inserts, updates and deletes

	Flow HTTP endpoint
	Receive JSON events into a published flow

	Identity federation
	Authenticate users through OIDC, SAML or LDAP

	SCIM
	Provision users and groups from an identity provider

	Dashboard embed
	Display read-only dashboard content in another application

	Export link
	Retrieve a prepared data export



3. HTTP flow ingestion
A published flow containing an HTTP endpoint source exposes a flow-specific ingestion URL and API key. The documented request form is:
	POST /api/v1/ingest/<design-id>/<endpoint-name>
Host: <VEDA_HOST>
X-API-Key: <FLOW_API_KEY>
Content-Type: application/json



Example:
	curl -X POST "https://<VEDA_HOST>/api/v1/ingest/<DESIGN_ID>/telemetry" \
  -H "X-API-Key: <FLOW_API_KEY>" \
  -H "Content-Type: application/json" \
  -d '{"device_id":"sensor-17","temperature":23.8,"event_time":"2026-11-01T08:30:00Z"}'



Payloads may be a JSON object, array of objects or JSON Lines according to the flow endpoint configuration.
Treat the generated API key as a secret. Rotate it when a producer is decommissioned or the key is exposed. Producers should implement retry behaviour for transient errors.
4. Kafka integration
Kafka can be used for:
Event ingestion.
CDC transport.
Decoupling source producers and consumers.
Replay within configured retention.
Micro-batch streaming into lakehouse tables.
A production Kafka integration should document broker endpoints, TLS/SASL configuration, topic naming, partitions, replication factor, retention, consumer group and offset strategy.
5. Identity integration
Identity providers can integrate using:
OpenID Connect.
SAML 2.0.
LDAP/Active Directory.
SCIM 2.0 provisioning.
Use dedicated provider configuration, signing certificates, redirect URI allow-lists and group-to-role mapping. Test login, role changes, deprovisioning and session revocation.
6. Dashboard embedding
The platform supports read-only dashboard sharing and iframe embedding. Embedding applications should:
Use HTTPS.
Restrict iframe parent origins through the hosting/security configuration where available.
Avoid exposing restricted datasets in anonymous links.
Define share-link expiry and revocation.
Test browser cookie and content security policies.
Document the dashboard's data owner and audience.
7. API security
API integrations should use:
HTTPS.
Dedicated credentials or API keys.
Least-privilege identities.
Key rotation.
Request-size and rate limits.
Input validation.
Audit/correlation IDs.
Network allow-lists where appropriate.
Do not use a browser-visible API key for privileged administrative APIs.
8. Integration testing
For each external integration, test:
Successful authentication.
Rejected invalid credentials.
Permission-denied behaviour.
Timeout and retry behaviour.
Pagination or offset handling.
Data type mapping.
Schema evolution.
Duplicate/replay semantics.
TLS validation.
Audit event creation.
Service restart and recovery.
9. Further reading
Connections
CDC and streaming
Identity and security


CHAPTER 16
Extensibility and Developer Guide
1. Overview
VedaAnalytics is designed with modular connectors, flow execution interfaces, data services and model task routing. Developers can extend the platform by adding source adapters, transformation logic, UI experiences and integration handlers.
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Figure 1. Extension workflow
The repository is primarily Go for backend services and React/TypeScript for the web application. Python and Java ecosystems may be used where they are the practical integration route for data processing or machine learning.
2. Repository structure
The repository is organised around:
apps/web: React/TypeScript user interface.
services/api: Go API and application services.
pkg: shared platform packages.
deploy: worker and runtime container assets.
docs: architecture decisions, development status and user/help documentation.
tests: unit and integration tests.
Confirm the current repository layout before adding new packages; modules may move between releases.
3. Connector extension
A connector typically needs to provide:
Connector identity and configuration schema.
Connection validation.
Secure credential handling.
Metadata discovery/browse operations.
Preview/read behaviour.
Data type mapping.
Error classification.
Health/status reporting.
Test fixtures and integration tests.
User-facing documentation.
For SQL connectors, implement the required dialect operations, identifier quoting, metadata queries, paging and read-only behaviour. For file/object connectors, implement listing, metadata, preview and incremental discovery semantics.
4. Flow transformation extension
A new transform node should define:
Node type and configuration schema.
Input/output port definitions.
Validation rules.
Preview behaviour.
Runtime implementation.
Type behaviour.
Error and quarantine behaviour.
Resource expectations.
Engine compatibility.
Tests for nulls, malformed values, empty inputs and large inputs.
Where multiple engines are supported, keep the logical semantics consistent and test equivalent output across engines.
5. Engine adapter
A new execution engine adapter should:
Accept a validated logical flow.
Translate supported nodes into engine operations.
Enforce resource limits.
Isolate execution from the application control plane.
Return structured result metadata and errors.
Preserve run correlation and audit context.
Avoid direct access to secrets unless explicitly mediated.
Declare supported and unsupported node types.
For Apache Beam, declare the runner and supported transforms explicitly. Do not treat the SDK as an execution cluster.
6. AI tool extension
An AI tool should have a narrow schema and explicit permission boundary. It should:
Accept typed inputs.
Declare accessible resources.
Validate output.
Avoid unrestricted shell/filesystem/database/cluster access.
Produce a preview or plan before consequential execution.
Record tool invocation and result metadata.
Handle timeouts, cancellation and retries safely.
AI-generated SQL/code should be validated by deterministic platform components before it is shown or run.
7. Testing strategy
Use:
Unit tests for logic and type conversion.
Contract tests for connector interfaces.
Integration tests against actual source services.
Cross-engine equivalence tests.
Security tests for injection and permission boundaries.
Restart/replay tests for streaming and CDC.
Browser tests for complete user journeys.
Performance tests with documented data distributions and resource limits.
Test data should include malformed records, nulls, duplicate keys, long strings, decimal precision, out-of-order events and schema changes.
8. Documentation requirements for new capabilities
Every new feature should add:
User guide.
Admin/configuration guide.
API/interface reference.
Supported version matrix.
Failure modes and troubleshooting.
Security/permission implications.
Automated test identifiers.
Release note.
9. Contribution workflow
1. Create an issue describing behaviour and acceptance criteria.
2. Record architecture decisions for material changes.
3. Implement backend and UI paths.
4. Add tests at the appropriate layers.
5. Update configuration and API reference.
6. Update the feature/compatibility documentation.
7. Verify build, tests and migrations.
8. Prepare a release note.
10. Further reading
Go documentation
React documentation
Apache Beam programming guide
Trino connector development


CHAPTER 17
Configuration Reference
1. Configuration principles
VedaAnalytics configuration is deployment-specific. The installer, environment file, product administration UI and external service configuration each control part of the system.
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Figure 1. Configuration domains
Use the exact .env.example, installer help and release notes from the deployed release as the authoritative configuration reference. The sections below describe configuration domains; they do not invent default values for every installation.
2. Application configuration
Typical application configuration domains include:
Public host name and HTTPS port.
Application listen address.
JWT/session secrets.
Control-plane database DSN.
CORS and trusted proxy configuration.
Logging level and retention.
Service startup and health-check options.
Secret values should be stored with restrictive filesystem permissions or in an approved secret manager.
3. Lakehouse configuration
Lakehouse settings include:
Enable/disable lakehouse mode.
Object storage type and endpoint.
Bucket/container and warehouse prefix.
Access credentials or service identity.
Catalog endpoint and authentication.
Trino endpoint and catalog.
TLS CA/certificate configuration.
Read/write principals and storage policy.
For external services, confirm endpoint reachability from the application and query-engine containers, not only from the host shell.
4. Kafka and streaming configuration
Relevant configuration domains:
Broker list.
TLS/SASL settings where configured.
Topic names and retention.
Consumer group identity.
Batch interval.
Offset/checkpoint handling.
Dead-letter behaviour.
Producer acknowledgement and retry.
Streaming configuration must be tested with the actual broker topology and topic settings.
5. CDC configuration
CDC configuration is per replication and source database. It includes:
Source connection ID.
Database/schema/table selection.
Replication mode.
Source log capture settings.
Kafka transport configuration.
Destination dataset and table mapping.
Initial snapshot choice.
Status/lag monitoring.
Avoid changing source log retention or replication slots without coordinating with the database owner.
6. Model Hub configuration
Model settings include:
Model registry/library source.
Ollama runtime endpoints.
Model tags.
Runtime-to-GPU placement.
Replica count.
Task-to-model routing.
Model download/cache location.
Embedding model selection.
Runtime memory and resource policy.
The installed model's licence and required hardware should be checked before deployment.
7. Execution resource configuration
Flow execution settings include:
Selected engine.
CPU core limit.
Memory limit.
GPU access where supported.
Execution timeout.
Schedule interval.
Streaming batch interval.
Input row and request-size limits.
A configured limit is a cap, not a performance guarantee. Benchmark with representative data.
8. Identity configuration
Identity domains include:
Local account policy.
TOTP MFA policy.
OIDC issuer, client ID, secret, redirect URI and scopes.
SAML metadata, entity ID, ACS URL and signing certificates.
LDAP endpoint, bind identity, search base and group mapping.
SCIM endpoint tokens and provider identity.
Role/group mapping and session revocation policy.
Store signing keys and client secrets securely.
9. TLS and certificate configuration
TLS configuration includes:
Public application certificate and private key.
Internal CA.
Service certificates and trust stores.
Certificate renewal schedule.
External-service CA trust.
Mutual TLS client certificates.
Hostname and SAN validation.
Test every network hop after certificate rotation.
10. Backup configuration
Backup configuration should define:
Backup schedule.
Backup encryption.
Backup key custody.
Included databases and buckets.
Excluded/transient paths.
Retention and off-host replication.
Restore test schedule.
Recovery validation.
11. Configuration change procedure
For each production change:
1. Review the relevant setting and default.
2. Identify secret or service restart requirements.
3. Record the previous value.
4. Back up relevant state.
5. Apply in a maintenance window where needed.
6. Verify service health.
7. Run a functional check.
8. Update the deployment record.
12. Source of truth
The following files are authoritative for the exact release:
.env.example
setup.sh --help
Installer scripts and service definitions
Platform administration UI
Release-specific help
Release notes and compatibility matrix


CHAPTER 18
VedaAnalytics Glossary
	Term
	Definition

	AI task route
	Mapping from a platform AI function to a configured model deployment

	Apache Beam
	Programming model and SDK for defining batch and streaming data processing pipelines; execution is performed by a runner

	Apache Iceberg
	Open table format for large analytical datasets

	Apache Polaris
	Catalog service implementing the Iceberg REST catalog interface

	Ask Veda
	Natural-language interface for requesting data queries and analytical exploration

	Batch ingestion
	Reading and processing data in bounded loads

	CDC
	Change Data Capture; capturing inserts, updates and deletes from a source system

	Catalog
	Metadata service that identifies and manages datasets, tables and namespaces

	Connection
	Saved source/destination endpoint and authentication configuration

	Control plane
	Application services and metadata that configure and manage platform operation

	Data plane
	Data sources, movement, transformation, storage and query execution components

	Dataset
	Logical namespace grouping related analytical tables

	Dead-letter queue (DLQ)
	Destination or buffer for messages that cannot be processed normally

	Debezium
	Open-source CDC platform that captures database changes

	Dimension
	Categorical or descriptive field used to group or segment measures

	Flow
	Versioned source-transform-destination graph

	Flow run
	One execution of a flow definition

	GPU
	Graphics Processing Unit used for parallel computation, including model inference

	Iceberg snapshot
	Committed view of the files that make up a table at a point in time

	Lakehouse
	Data architecture combining object storage and table/catalog/query capabilities for analytics

	Measure
	Numeric or aggregatable value used in analytical calculations

	Model deployment
	A model served by a configured runtime

	Model replica
	Additional runtime instance of a model deployment

	Object table
	Queryable metadata representation of objects/files in object storage

	Query guard
	Validation layer that checks user/generated SQL against permitted query rules

	RPO
	Recovery Point Objective: acceptable data-loss window after an incident

	RTO
	Recovery Time Objective: target time to restore service

	Schema evolution
	Controlled changes to table structure over time

	Semantic layer
	Business-oriented definitions of entities, dimensions, measures and metrics

	Trino
	Distributed SQL query engine

	VedaBI
	Visual dashboard and analytics module

	VedaFlow
	Data integration and visual pipeline module

	VedaAI
	AI-assisted data exploration and development capabilities

	Model Hub
	Platform UI/services for managing local model runtimes, placements and task routes

	Streaming
	Continuous processing of events as they arrive, often using micro-batches or event-time processing

	Upsert
	Insert a record when its key is new or update the existing record when the key already exists

	Watermark
	Event-time progress marker used by streaming systems to reason about late-arriving events
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Figure 1. Core platform concepts


CHAPTER 19
Semantic Catalog, Lineage and Data Quality
1. Purpose
The semantic and governance layer turns physical data structures into trusted business concepts. It connects the technical catalogue—schemas, tables, columns and files—with business definitions, owners, policies, quality rules, lineage and certified metrics.
The goal is to make data discoverable and interpretable across engineering, BI, AI and machine-learning workflows.
2. Semantic architecture
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Figure 1. Semantic governance model
The semantic layer should be used consistently by dashboard definitions, natural-language query planning, model features, APIs and reusable analytical datasets.
3. Technical catalogue
Catalogue records should describe:
Data source and source system.
Dataset, schema, table and column.
Physical type and semantic type.
Business description and synonyms.
Owner and steward.
Data classification and sensitivity.
Freshness and update frequency.
Quality status and rule history.
Lineage and downstream usage.
Retention and lifecycle metadata.
Certification state and version.
Metadata can be harvested from connected databases, object stores, Iceberg catalogs, query engines, pipeline definitions and BI assets.
4. Business glossary
The glossary defines business terms such as:
Customer, member, policyholder and account holder.
Policy, contract, claim and claim line.
Gross amount, net amount, premium, paid amount and outstanding amount.
Active customer, retention, churn and conversion.
Revenue, recognised revenue, collected revenue and forecast revenue.
A glossary term should include:
Preferred name.
Definition.
Synonyms and abbreviations.
Data owner/steward.
Related entities and fields.
Applicable source systems.
Usage examples.
Effective date and version.
Approval state.
Terms that look similar must not be silently treated as equivalent. For example, claim count and claim-line count have different grains and may produce different rates.
5. Semantic entities and relationships
A semantic model defines:
Entities: customer, policy, claim, provider, product, transaction, device or event.
Identifiers: business keys and source-specific keys.
Relationships: one-to-one, one-to-many and many-to-many.
Dimensions: attributes used for filtering and grouping.
Measures: values that can be aggregated.
Metrics: governed calculations composed of measures, filters and time logic.
Relationship definitions should include cardinality, join keys, temporal validity and expected match behaviour.
6. Governed metrics
A governed metric should store:
Metric name and description.
Formula or semantic expression.
Numerator and denominator where relevant.
Grain and aggregation behaviour.
Default time dimension.
Filters and exclusion rules.
Units, currency and timezone.
Owner and approval status.
Version and effective date.
Validation tests.
For example, a claim_denial_rate definition must state whether it is based on denied claims divided by adjudicated claims, denied claim lines divided by adjudicated claim lines, or a monetary denominator. The label alone is not a complete metric definition.
7. Data lineage
Lineage connects:
Source system and source object.
Connection and ingestion job.
Flow version and transformation nodes.
Output dataset/table/column.
Semantic model and metric.
Dashboard/chart.
Feature pipeline and model.
AI-generated query and answer.
Column-level lineage should identify how an output field was derived, including mappings, joins, filters, aggregations and expressions.
8. Impact analysis
Before changing a schema, mapping, metric or transformation, inspect downstream dependencies:
Flows that read the field.
Tables and views that depend on it.
Metrics and dashboards that use it.
Model features and training datasets.
API outputs and external consumers.
A breaking change should be versioned and promoted through a review process rather than silently applied.
9. Data quality framework
Data quality dimensions include:
	Dimension
	Example test

	Completeness
	Required claim identifier is not null

	Uniqueness
	Policy number is unique within the source scope

	Validity
	Status belongs to the approved vocabulary

	Consistency
	Claim close date is not earlier than open date

	Referential integrity
	Every claim references a known policy

	Timeliness
	Latest source event is within freshness target

	Accuracy
	Reconciles to an authoritative control total



Rules can be applied at ingestion, transformation, curated-table and metric layers.
10. Quality actions
A data quality rule can produce:
Pass: record meets the rule.
Warn: record is retained and issue recorded.
Quarantine: record is excluded from the trusted output and retained for review.
Block: flow or publication is stopped.
Exception: an authorised user accepts a defined exception with a reason and expiry.
Quality scorecards should show the dimensions behind an overall score, not only a single colour or number.
11. Golden records and entity resolution
Entity resolution identifies records that may represent the same real-world entity across multiple systems.
A robust process includes:
1. Candidate generation using blocking keys and normalised attributes.
2. Comparison using deterministic and probabilistic matching.
3. Confidence score and match rationale.
4. Candidate clusters and duplicate groups.
5. Human review for ambiguous matches.
6. Merge/split decision and survivorship policy.
7. Retention of original source identifiers and merge history.
Do not silently merge records when identity ambiguity could affect customer, policy, claim or payment records.
12. Data products and certification
A governed data product should define:
Business purpose.
Owner and consumer audience.
Input sources.
Schema and semantics.
Quality expectations.
Freshness/SLA.
Security classification.
Version and compatibility policy.
Support contact.
Certification indicates that a dataset or metric has passed the organisation's defined review process. Certification is a governance decision, not simply a technical status flag.
13. Further reading
OpenLineage
Apache Iceberg
Databricks Unity Catalog concepts
Google Cloud Dataplex


CHAPTER 20
VedaML: Feature Engineering, Feature Store and MLOps
1. Overview
VedaML provides the data-science and machine-learning lifecycle within the VedaAnalytics platform. It connects curated lakehouse data to feature engineering, experiments, model training, evaluation, registration, deployment and monitoring.
The goal is to make models reproducible, governable and operational—not merely to execute a training notebook once.
2. End-to-end ML lifecycle
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Figure 1. Machine-learning lifecycle
Each stage should preserve the input data version, feature definitions, code, parameters, environment, model artefact and evaluation result.
3. Data-science workspace
The workbench provides a controlled environment for analytical development. Typical interfaces include:
SQL workspace for data preparation and exploration.
Python notebooks or script environments.
Reusable feature transformation workflows.
Experiment tracking.
Model evaluation and comparison.
Access to CPU/GPU resources subject to deployment policy.
Workspaces should use isolated execution environments and scoped access to datasets. Generated code should not receive unrestricted infrastructure credentials.
4. Feature engineering
Features convert source attributes into model-ready inputs. Common operations include:
Null and outlier handling.
Categorical encoding.
Numerical scaling and normalisation.
Date/time decomposition.
Rolling-window aggregates.
Lag features.
Text and embedding features.
Entity-level aggregates.
Cross-source joins.
Domain-specific derived values.
Each feature should have a name, type, definition, source lineage, transformation version, owner and freshness expectation.
5. Feature store
A feature store manages reusable feature definitions and values across model workflows.
Offline feature store
Stores historical feature values for training and backtesting. It should support time-aware retrieval and point-in-time correctness so a training row only uses information that would have been available at that historical timestamp.
Online feature store
Serves low-latency feature values for real-time inference. The online store needs a consistency and freshness strategy with the offline representation.
Feature registry
Tracks feature definitions, owners, versions, schema, source lineage, validation and consumers.
6. Point-in-time correctness and leakage
Feature generation must prevent future information from leaking into historical training records.
For each training example:
Define the observation timestamp.
Define the target window.
Define the feature look-back window.
Exclude events that occur after the observation timestamp.
Handle late-arriving events explicitly.
Ensure train/test splits respect time and entity boundaries.
Feature leakage can produce misleading offline metrics and poor production performance.
7. Experiment tracking
An experiment records:
Experiment name and owner.
Dataset and time-window reference.
Feature definitions and versions.
Code/commit reference.
Model family and version.
Hyperparameters.
Random seeds.
Runtime environment.
Metrics and artefacts.
Evaluation report.
Approval status.
Experiments should be comparable and reproducible. Do not select a model solely because one run reported a higher metric on a single split.
8. Model training and evaluation
The platform supports model workflows for applicable tasks such as:
Classification.
Regression.
Clustering.
Forecasting.
Recommendation/ranking.
Text and other supported modalities.
Evaluation should use metrics appropriate to the problem:
Classification: precision, recall, F1, ROC-AUC, PR-AUC, calibration and confusion matrix.
Regression: MAE, RMSE, MAPE/sMAPE where appropriate, residual analysis.
Forecasting: rolling-origin backtesting, forecast error and prediction-interval coverage.
Clustering: suitable internal validity metrics and domain review.
Evaluation must include baselines, data splits, sample counts and known limitations.
9. Model registry and lifecycle
A registry stores model versions and lifecycle stages:
Development.
Validation.
Approved.
Staging.
Production.
Archived.
Promotion should require:
Evaluation thresholds.
Model documentation.
Training data lineage.
Security and privacy review.
Model owner approval.
Deployment compatibility.
Rollback plan.
10. Model serving
Models can be exposed through batch scoring or online inference services depending on deployment architecture.
A serving contract should define:
Input schema.
Output schema.
Model version.
Latency target.
Throughput target.
Error behaviour.
Authentication.
Logging and retention.
Model fallback behaviour.
Predictions should be traceable to the model version and feature definitions used.
11. Monitoring and drift
Monitor:
Input data quality.
Feature distribution.
Missing feature rate.
Prediction distribution.
Model latency and errors.
Ground-truth performance when labels become available.
Concept drift and calibration.
Segment-level performance.
Resource use.
Drift is a signal to investigate. It does not automatically imply that the model should be retrained or replaced.
12. Responsible model use
For high-impact decisions, include documented human review, explainability, bias/fairness evaluation where applicable, model limitations and appeal/escalation processes. A model score should not become an unreviewed adverse decision merely because it is available through an API.
13. References
MLflow documentation
Feast feature store
Scikit-learn model evaluation


CHAPTER 21
Document Intelligence, RAG and Agentic Analytics
1. Overview
VedaAI extends beyond structured tables by providing a framework for extracting, indexing and retrieving information from enterprise documents and other unstructured content.
Document intelligence converts files into structured, searchable evidence. Retrieval-Augmented Generation (RAG) combines retrieved evidence with a language model to produce responses grounded in authorised source material. Agentic analytics coordinates multiple bounded tools to complete a multi-step analytical task.
2. Document ingestion architecture
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Figure 1. Document intelligence and RAG
3. Supported content classes
A document intelligence pipeline may process:
PDF and scanned PDF.
Office documents such as DOCX and PPTX.
HTML and web content.
CSV and spreadsheets.
Images containing text or tables.
Email and message archives.
Audio recordings and transcripts.
Other file types handled by registered parsers.
The parser and extraction path depends on file format, language, image quality, layout complexity and available model/runtime support.
4. OCR and structured extraction
OCR converts images/scanned pages into text. Document extraction should preserve:
Page number.
Bounding boxes or source locations where available.
Table row/column structure.
Heading hierarchy.
Reading order.
Language and confidence.
Original file reference.
For financial, legal or regulatory documents, extracted values should be verified against the source image or document. OCR confidence must be treated as a quality signal, not a guarantee.
5. Chunking and metadata
Document chunking should respect logical structure such as paragraphs, sections, tables and pages. Each chunk should retain:
Document ID.
Source URI/object key.
Page or section reference.
Timestamp/version.
Access-control labels.
Classification.
Language.
Parser/extractor version.
Chunking policy version.
Avoid chunking solely by fixed character count when it would separate a table from its headers or remove context required to understand the text.
6. Embeddings and vector indexing
An embedding model transforms text or other supported content into vectors. The vector index supports similarity retrieval. A robust enterprise retrieval system also uses metadata filters and keyword search.
Important design choices:
Embedding model and version.
Vector dimensions and distance metric.
Chunk size and overlap.
Metadata filters.
Index refresh policy.
Deletion and re-embedding process.
Query-time access controls.
Index partitioning and retention.
Changing the embedding model may require re-embedding the corpus.
7. Hybrid retrieval and reranking
A retrieval pipeline can combine:
1. Query normalisation.
2. Access-control filtering.
3. Keyword/BM25 retrieval.
4. Vector similarity retrieval.
5. Candidate fusion.
6. Reranking.
7. Context assembly.
8. Grounded generation.
Hybrid retrieval is useful when exact identifiers, legal clauses, invoice numbers or domain terms are important alongside semantic similarity.
8. Citation-grounded answers
A grounded answer should include:
The answer text.
Source document name.
Page, section or record reference.
A link or locator to the original source.
Supporting excerpt or passage.
Retrieval timestamp and document version.
Confidence/coverage indicators where implemented.
The language model should not fabricate citations. Every citation must resolve to an actual retrieved source passage.
9. Access-aware retrieval
RAG must enforce the same data permissions as the source repository. Access filtering must happen before retrieved text is passed to the model, not merely after the answer is generated.
Controls include:
Document-level and chunk-level access labels.
Tenant and workspace filtering.
Classification-aware retrieval.
Security trimming.
Audit of document access and AI prompts.
Redaction or masking of sensitive content.
Deletion propagation to indexes and caches.
10. Agentic analytics
An analytical agent coordinates tools to complete a task. Example tools include:
Dataset search.
Table profiling.
SQL planning and execution.
Statistical analysis.
Document search.
Python transformation.
Dashboard creation.
Pipeline drafting.
Model inference.
Report generation.
Each tool must have a typed input/output schema, explicit permissions, a timeout, resource limits and audit context.
11. Agent execution lifecycle
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Figure 2. Bounded agent workflow
High-impact or destructive operations should require explicit approval. An agent should never receive unrestricted shell, database administrator, filesystem or cluster credentials.
12. Evaluation and observability
Evaluate RAG and agents using:
Retrieval recall and relevance.
Citation correctness.
Groundedness.
Answer completeness.
Hallucination rate.
Prompt injection resistance.
Permission leakage tests.
Tool selection accuracy.
Workflow completion rate.
Latency and token use.
Cost/resource consumption.
Run regression evaluation whenever the model, prompt, retrieval pipeline, embedding model or source corpus changes.
13. Multilingual and voice interaction
For multilingual and voice use cases, evaluate language detection, transcription accuracy, OCR coverage, terminology normalisation, translation fidelity and citation preservation. Domain-specific terms and abbreviations should be represented in the glossary and retrieval corpus.
14. References
Ollama
MLflow GenAI evaluation
OWASP Top 10 for LLM Applications


CHAPTER 22
Advanced Analytics: Statistics, Graph and Geospatial Workloads
1. Overview
VedaAnalytics provides a common environment for exploratory and advanced analytical workflows. This document describes the method families and the technical considerations required to use them responsibly.
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Figure 1. Advanced analytical method families
The method selected must match the question, data type, sample size, data-generation process and decision context. Automated method selection should explain the selected method and expose assumptions.
2. Analytical workflow
1. Define the analytical question and outcome.
2. Identify the unit of analysis and observation grain.
3. Profile data quality and missingness.
4. Select relevant dimensions, measures and time fields.
5. Inspect distributions and relationships.
6. Select a statistical or machine-learning method.
7. Validate assumptions.
8. Evaluate out-of-sample or with appropriate diagnostics.
9. Explain uncertainty and limitations.
10. Publish the result with lineage and reproducibility metadata.
3. Descriptive and exploratory statistics
Typical methods include:
Counts, frequencies and proportions.
Mean, median, variance and standard deviation.
Percentiles and quantiles.
Histograms and density estimates.
Cross-tabulations and pivot analysis.
Correlation and association measures.
Group comparisons and contribution analysis.
Missing-value and outlier analysis.
Always state the denominator, aggregation grain and filters used in a rate or percentage.
4. Statistical inference
Depending on assumptions and sample design, supported method families may include:
Confidence intervals.
Hypothesis tests.
Effect sizes.
Parametric and non-parametric comparisons.
Regression and generalised linear models.
Survival/time-to-event analysis.
Multiple-comparison correction.
Power and sample-size analysis.
A statistically significant result is not necessarily practically important. A non-significant result does not prove that no effect exists.
5. Experimentation and A/B testing
An experiment workflow should define:
Hypothesis and primary outcome.
Randomisation unit.
Treatment and control.
Eligibility and exposure rules.
Sample-size and power assumptions.
Experiment duration.
Guardrail metrics.
Stopping policy.
Analysis plan and multiplicity control.
Avoid repeated unplanned significance checks without an appropriate sequential testing method.
6. Causal inference
Causal questions require stronger assumptions than descriptive comparisons. Method families can include:
Randomised controlled experiments.
Matching and weighting.
Difference-in-differences.
Instrumental variables.
Regression discontinuity.
Synthetic controls.
Each method requires diagnostics and assumptions. VedaAnalytics should distinguish association from causation and surface threats such as unobserved confounding, selection bias, spillover and non-parallel trends.
7. Forecasting and time series
Forecast workflows should:
Define the time grain and forecast horizon.
Check missing timestamps and irregular intervals.
Inspect trend, seasonality and calendar effects.
Establish simple baseline forecasts.
Use time-aware train/test splits.
Backtest over multiple origins.
Report forecast error and interval coverage.
Monitor error and drift over time.
A model should not be promoted because it performs well on a random split that leaks future information.
8. Anomaly and change detection
Method families include:
Robust univariate outlier detection.
Seasonal anomaly detection.
Change-point detection.
Multivariate anomaly detection.
Data-quality anomaly detection.
Concept drift detection.
An anomaly score measures deviation relative to a method and reference distribution. It does not establish fraud, negligence or a causal explanation.
9. Graph analytics
Graph models represent entities as nodes and relationships as edges.
Typical use cases:
Entity resolution and identity networks.
Fraud-ring investigation.
Ownership and beneficial-interest relationships.
Transaction networks.
Supply-chain dependencies.
Recommendation and similarity.
Community and centrality analysis.
Graph data modelling should define node types, edge types, directionality, relationship validity dates, weights and provenance.
Common algorithms include:
Degree and centrality measures.
Connected components.
Community detection.
Shortest path.
Similarity and link prediction.
Motif/subgraph detection.
Graph results are investigative signals and require domain validation.
10. Geospatial analytics
Geospatial data includes points, lines, polygons, grids and raster imagery.
Core operations include:
Coordinate reference system transformation.
Point-in-polygon.
Spatial joins.
Distance and proximity.
Buffer and intersection.
Route and network analysis.
Spatial aggregation.
Raster/vector overlay.
Spatio-temporal analysis.
Every geospatial workflow should preserve coordinate reference system, units, geometry validity and spatial precision.
11. Scenario analysis and optimisation
Decision analysis may define:
Objective function.
Decision variables.
Constraints.
Resource bounds.
Scenario assumptions.
Sensitivity parameters.
Feasibility checks.
The system should present the trade-offs and assumptions, not only one recommended answer.
12. Reproducibility
For every published analysis, preserve:
Input datasets and versions.
Filters and query.
Metric definitions.
Algorithm and library version.
Parameters and random seed where applicable.
Validation metrics and diagnostics.
Model artefacts.
Owner and review timestamp.
13. References
SciPy
scikit-learn
statsmodels
GeoPandas
Apache Sedona


CHAPTER 23
VedaGateway: API and IoT Ingestion
1. Overview
VedaGateway is the ingestion edge for application events, partner APIs, webhooks, device telemetry and industrial/IoT protocols. It provides a controlled path from producers to event transport, VedaFlow and the lakehouse.
The gateway should be treated as a data-ingestion plane with explicit identity, validation, routing and back-pressure—not simply an unauthenticated HTTP endpoint.
2. Gateway topology
[image: ]
Figure 1. Gateway event-ingestion path
3. Protocol families
A gateway deployment can expose protocol adapters according to the target environment, for example:
	Protocol
	Typical use

	HTTP/REST
	Application APIs and event submission

	Webhooks
	Event notifications from external platforms

	WebSockets
	Bidirectional application event channels

	gRPC
	Service-to-service and typed APIs

	MQTT
	Lightweight telemetry and device messaging

	AMQP
	Message-oriented application integration

	Kafka protocol
	High-throughput event streaming integration

	OPC UA
	Industrial automation and operational technology

	Modbus TCP/RTU
	Industrial device and PLC telemetry

	CoAP
	Constrained IoT endpoints



Protocol availability must be tied to the deployed gateway adapters and version. Each adapter has its own authentication, transport security, payload and session characteristics.
4. Device and producer identity
Every producer should have an identity. Depending on protocol, identity may be based on:
Client certificate/mTLS.
API key.
OAuth2 client credentials.
Signed request.
Username/password over TLS.
Device-specific credentials.
Do not trust a device identifier supplied in the payload as proof of device identity. Bind the authenticated principal to the permitted device/topic/source scope.
5. Payload validation and schema management
Before routing an event:
1. Authenticate the producer.
2. Apply rate and size limits.
3. Validate content type and encoding.
4. Resolve the producer's schema or contract.
5. Validate required fields and data types.
6. Attach transport metadata and received timestamp.
7. Apply routing and transformation policy.
8. Publish to the configured destination.
9. Return an acknowledgement or structured error.
Schema changes should be versioned. Breaking changes should be rejected or routed to quarantine until consumers are updated.
6. Event envelope
A normalised event envelope can contain:
Event ID.
Event type.
Producer ID.
Device ID, where applicable.
Event timestamp.
Ingestion timestamp.
Schema version.
Correlation ID.
Tenant/workspace context.
Payload.
Quality/validation metadata.
Preserve source timestamps separately from ingestion timestamps to support event-time processing and latency analysis.
7. Routing and buffering
The gateway can route events based on producer, protocol, topic, event type or configured rules. Kafka provides a durable transport layer where configured.
A resilient design must define:
Acknowledgement policy.
Retry and backoff.
Partitioning key.
Ordering requirements.
Retention.
Dead-letter routing.
Back-pressure and producer throttling.
Replay procedure.
Maximum payload size.
Duplicate/idempotency behaviour.
An HTTP 202 Accepted means the gateway accepted a request for processing; it should not be interpreted as proof that the event is already committed to the analytical table.
8. Security requirements
TLS for all network paths.
mTLS or strong token authentication for service/device access.
Per-producer permissions.
Rate limiting and quotas.
Payload schema validation.
Network segmentation for OT environments.
Secret rotation.
Audit of configuration and access.
DDoS and abuse protection at the perimeter.
No direct public exposure of broker or model runtime ports.
9. Industrial/IoT considerations
Industrial protocol deployments require careful separation between operational technology and enterprise analytics. Gateway components should be placed in appropriate network zones, and data flows should be explicitly approved.
For Modbus/OPC UA:
Document device address and point/tag mapping.
Define polling/subscription interval.
Preserve engineering units and scale factors.
Timestamp values at source and gateway.
Handle device disconnect and stale values.
Validate quality/status bits.
Do not send control commands to OT devices from analytics workflows unless a separate safety-certified control architecture authorises it.
10. Operations
Monitor:
Connected producers/devices.
Authentication failures.
Event rate and payload size.
Queue depth and broker lag.
Rejected/quarantined events.
Schema violations.
Retry and duplicate rate.
End-to-end freshness.
Per-protocol connection health.
11. Further reading
MQTT OASIS standard
OPC UA
Apache Kafka
gRPC


CHAPTER 24
High Availability, Disaster Recovery and Scale
1. Overview
Availability and recovery are properties of the full deployment, not a single application component. A production VedaAnalytics architecture must account for the API/control plane, metadata database, object storage, Iceberg catalog, query engine, Kafka, CDC processes, flow workers, model runtimes, identity provider and network dependencies.
[image: ]
Figure 1. Resilient deployment model
This guide describes the architecture considerations and operational patterns for designing a resilient deployment.
2. Failure domains
Map every component to:
Host or node.
Availability zone or data centre.
Storage volume/bucket.
Network zone.
Identity/secret dependency.
Backup/replication mechanism.
Recovery owner.
Avoid placing all replicas, metadata and data copies in the same failure domain and then treating them as independent redundancy.
3. High-availability architecture
A multi-node design may use:
Multiple application/API instances behind a load balancer.
A supported HA metadata database topology.
Replicated object storage or durable external object storage.
A highly available Iceberg catalog database/service.
Trino coordinator/worker topology sized for workload and failure.
Kafka broker replication and partition placement.
Distributed flow workers and durable scheduling.
Model runtimes spread across independent GPU hosts.
External identity and secret management with documented recovery.
Each component's upstream HA model and VedaAnalytics integration must be tested as one system.
4. Stateless and stateful components
Stateless or horizontally replicable components
Application/API instances can be replicated if session, configuration, state and background job coordination are externalised correctly.
Stateful components
Metadata databases, object stores, Kafka and catalog services require replication, quorum, backup and recovery design. Adding application replicas does not make these systems highly available.
5. Disaster recovery design
A DR plan should identify:
Primary and recovery site.
Replication direction and lag.
Data and metadata consistency strategy.
DNS/network failover.
Secret and certificate recovery.
Model artefact availability.
Kafka and CDC recovery point.
Application version/configuration matching.
Operator runbook and approval.
Return-to-primary/failback procedure.
6. RPO and RTO
RPO and RTO must be defined by the business owner and demonstrated by tests.
RPO is the acceptable data-loss window. RTO is the maximum target duration to restore a service.
A recovery exercise should record:
1. Failure scenario and start timestamp.
2. Last known-good backup/replication point.
3. Detection and declaration time.
4. Failover actions.
5. Service restoration time.
6. Data reconciliation result.
7. User acceptance.
8. Failback and corrective actions.
7. Data consistency across components
A lakehouse platform has multiple related state stores:
Table data files.
Iceberg metadata and snapshots.
Catalog database state.
Control-plane flow and connection definitions.
Kafka topics and offsets.
CDC source positions.
Dashboard/semantic metadata.
Model and inference configuration.
A backup plan should specify consistency and ordering for each store. Restoring only the object files without compatible Iceberg metadata or catalog state may not restore a usable table.
8. Scale dimensions
Scale should be measured separately for:
Number of connected sources.
Initial snapshot/backfill volume.
CDC event rate.
Kafka throughput and retention.
Flow concurrency and data size.
Trino query concurrency and scan volume.
Dashboard tile fan-out.
Export throughput.
Model inference concurrency and GPU memory.
Document indexing and embedding throughput.
Avoid a single headline "rows per second" metric as a substitute for an end-to-end capacity profile.
9. Performance test design
Use representative workloads:
Small and large tables.
High and low cardinality.
Wide and nested schemas.
Skewed joins.
Late and out-of-order events.
Large file counts.
Concurrent dashboards and SQL queries.
Multiple model prompts at different context lengths.
Mixed ingestion and analytics loads.
Report p50/p95/p99 latency where relevant, throughput, resource consumption, queueing, failures, recovery behaviour and test environment.
10. Failure injection
Test:
Terminating an API instance.
Killing a flow worker mid-run.
Restarting Kafka.
Interrupting object storage.
Restarting catalog/database services.
Expiring or rotating credentials.
Filling a disk.
Losing a GPU.
Network partition between services.
Corrupting a backup.
Restoring into a clean environment.
Verify that data is not silently lost or duplicated and that the recovery procedure is documented.
11. Kubernetes and orchestration
A Kubernetes deployment requires explicit definitions for:
StatefulSets/Deployments.
Persistent volumes.
Services and ingress.
Secrets and certificates.
Resource requests and limits.
Pod disruption budgets.
Readiness/liveness probes.
Autoscaling policy.
Node selectors and GPU device plugins.
Storage classes.
Backup and restore integration.
Upgrade and rollback procedure.
Containerising the application does not automatically make it Kubernetes-ready. Validate each stateful component and operational controller.
12. Operational documentation
Every production topology should include:
Architecture diagram.
Component/version inventory.
Sizing report.
Network/port matrix.
Backup and restore procedure.
Failover/failback runbooks.
Monitoring dashboards.
On-call ownership.
Maintenance windows.
Upgrade/rollback plan.
Recovery test reports.
13. Further reading
Trino fault-tolerant execution
Kafka design
Iceberg specification
Kubernetes documentation
Technical Handbook   •   Page 
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